
Freightos Ocean eBooking Platform Terms of Service

These Terms of Service form a contract which governs the access and use of Freightos
Limited of Hong Kong (“Freightos”)’s Ocean eBooking Platform (“the Ocean eBooking
Platform”) by a User.

The Ocean eBooking Platform: The function of the Ocean eBooking Platform is to transmit
Messages containing data representing business documents, between a Carrier and a
Customer as defined below.

Use of the Ocean eBooking Platform in any Role is conditioned upon acceptance of these
Terms of Service and registering User’s details with Freightos and being accepted by
Freightos. User’s details will include legal name, address, Authorized User(s) representing
the User, and the Role(s) with which User wishes to interact with the Ocean eBooking
Platform, and any other details requested by Freightos from time to time. User may be
invited to register and accept these Terms of Service via an online form with click-through, an
offline purchase order, or any other mechanism which references these Terms of Service
which is offered and accepted by Freightos.

1. Definitions

In these Terms of Service the following terms shall have these definitions:

● Authorized User shall mean a natural person authorized to interact with Ocean
eBooking Platform on behalf of a User.

● Carrier shall mean any party selling ocean cargo services on the Ocean eBooking
Platform and may include ocean carriers and consolidators. Carriers must sign a
separate Carrier eBooking agreement and integrate their IT systems with the Ocean
eBooking Platform.

● Customer shall mean a User of the Ocean eBooking Platform who is eligible to buy
cargo services from a Carrier and seeks to communicate with a Carrier and place
eBookings with a Carrier through the use of the Freightos Services. The Customer is
typically a freight forwarder, but may also include any other party who Carrier decides to
sell ocean cargo services to.

● Delegate shall mean a business partner of a Customer to whom Customer has granted
authority to use the Ocean eBooking Platform on Customer’s behalf.

● eBooking shall mean a transaction that results in a binding contract for cargo services
between a Customer and Carrier.



● Freightos Services shall mean any product of Freightos or Freightos that offers the
possibility to connect between a Carrier and Customer and to enable electronic
eBookings.

● Messages shall mean business documents coded in formal data formats, sent between
Customers or Delegates and Carriers. Message types sent from a Customer to a Carrier
typically include queries for rates, and eBooking requests. Message types sent from a
Carrier to a Customer typically include: offer of capacity and rates, eBooking
acceptance/rejection, eBooking/shipment statuses and related messages.

● Party or Parties shall mean User and/or Freightos as the context implies.

● SaaS shall mean software-as-a-service.

● Third Party Platform shall mean a third party Saas product or other technical platform
with the capabilities of providing access to the Ocean eBooking Platform embedded in
its other functionality and allowing a Customer/User to send and receive Messages with
a Carrier.

● User or Users shall mean any person (including a company or other legal entity) using
the Ocean eBooking Platform, and shall include Carrier, Customer, Third Party Platform
and Delegates.

2. Other contracts

Use of WebCargo AcceleRate or other Freightos or Webcargo SaaS products are subject to
separate SaaS subscription agreements. Any use of the Ocean eBooking Platform via the
SaaS products including exchanging Messages with Carriers and resulting eBookings
initiated via the SaaS is governed by these Terms of Service.

If Freightos offers to play a role regarding payments between Customer and Carrier, this will
be  subject to a separate agreement.

Embedding Third Party Platforms is not covered in these Terms of Service and are subject to
entering into a Third Party Platform agreement.

3. eBooking and role of Freightos as a messaging platform only

The role of Freightos’s Ocean eBooking Platform is to relay Messages.

An eBooking may be booked only by Customers validated by a Carrier or Carriers. Freightos
will confirm with the Carrier that Customer is validated and if necessary, may facilitate
Customer in setting up accounts with Carriers.

Account set ups with Carriers are subject to their terms and conditions. Once approved as a
business Customer, the eBooking API and capability will be enabled for validated Customers
with those confirmed Carriers, so Messages can be sent and accepted between them.

An eBooking request Message sent from a Customer to a Carrier followed by an eBooking
confirmation Message returned to the Customer results in a binding eBooking between the
Customer and Carrier; Freightos is in no way a party to the Messages or to any eBooking.



Freightos’s role is limited to that of the technical platform through which the Messages are
relayed.

Customers and Carriers may cancel the eBooking in accordance with the terms of the
chosen Carrier’s Cancellation Policy.

Customers should note that if they enter into a binding eBooking contract with a Carrier, they
are bound by the specific terms and conditions of that Carrier covering the booking of the
cargo in the chosen territory, and the carriage of freight will be as set out in the Bill of Lading
to be issued by Carrier. If there are no explicit terms of service agreed directly between
Customer and Carrier then Customer agrees that the Carrier’s general terms of carriage as
posted on Carrier’s website will apply. Customers are encouraged to seek their own legal
advice and where necessary discuss terms directly with the Carrier.

Customers are also responsible for complying with all applicable laws and regulations and
Freightos has no responsibility or liability in respect thereof.

The role of the Ocean eBooking Platform is always limited to the technical transmission of
Messages including data syntax translations and mappings as needed. Freightos is never a
party to any eBooking or associated physical cargo services, Freightos never receives or
transmits Messages on its own behalf, and Freightos never alters the business semantics of
the Messages transmitted through the Ocean eBooking Platform.

Should a Delegate authorized by a Customer trigger the placement of an eBooking then this
will create a contract between the Customer and Carrier, either as commercially agreed
between them and if no binding commercial agreement exists then as per Carrier’s standard
terms and conditions.

4. Access to the Ocean eBooking Platform

Customer may connect to Ocean eBooking Platform in any of the following ways:

● By interacting with Freightos Accelerate or another Freightos SaaS product that
includes access to the Ocean eBooking Platform.

● By technically connecting their own systems (e.g. their in-house forwarder
TMS/FMS/ERP system) to Freightos Hub which is a set of APIs which allow access to
the Ocean eBooking Platform. In this case the technical integration must be approved by
Freightos.

● Via a Third Party Platform such as a commercial TMS software product for forwarders,
which Third Party Platform has approval from Freightos, has accepted these Terms of
Service (or a separate dedicated contract for Third Party Platforms), and has integrated
their platform to Ocean eBooking Platform and exposed Ocean eBooking Platform
functionality to their customers as part of their product. Third Party Platforms either
connect their platform to Ocean eBooking Platform by server-to-server integration to
Freightos Hub API and/or by embedding part of the Freightos user interface in their own
user interface, with permission from Freightos.



5. Booking Network Delegation

Customer may choose to delegate the ability to view and initiate Messages with a Carrier on
behalf of the Customer to a Delegate. An example of delegation is a freight forwarder who
allows their foreign agent freight forwarder to view rates that Customer receives from a
Carrier (optionally with a markup configured by Customer), and to initiate eBookings on
behalf of the Customer to the Carrier. Another example is a freight forwarder delegating to
their own trusted customer. The Delegate, once authorized, may initiate the eBooking via
their own Freightos account or via an affiliated platform such as freightos.com and its
partners.

In case an eBooking is initiated by a Delegate and accepted by a Carrier, a binding booking
agreement is created between Customer and Carrier and Customer is fully responsible to the
Carrier for all Customer obligations arising from the eBooking. Customer is advised to
delegate carefully to Delegates that Customer trusts and after creating a clear commercial
contract between Customer and Delegate (e.g. a freight forwarder agency agreement) and
standard operating procedures defining exactly what Messages/eBookings Delegate may
and may not initiate with Carrier on behalf of Customer and how to deal with operational
issues, cancellations, payments etc.

Freightos and its affiliates in the Freightos Group are in no way a party to any agreement
between Customer and Delegate, and has no responsibility or liability connecting to or
arising from Messages, or any eBookings that may be created; Freightos’s role is limited to
allowing Delegates, based on parameters configured by Customer, to initiate and read
Messages between Customer and Carrier on behalf of Customer.

Every Delegate must be registered with Freightos or its affiliates as a Delegate for that
Customer before initiating an eBooking for the Customer who has authorized them. Any
Third Party Platform which has been authorized by Freightos to support Delegation
functionality must enforce this.

6. Reasonable use

Users of the Ocean eBooking Platform are solely responsible for their use of the Ocean
eBooking Platform. Each User and each of their Authorized Users agrees that it will not use
the Ocean eBooking Platform for any illegal purpose, or in infringement of copyright,
trademark, intellectual property or property rights or laws, or in any manner or for any
purpose that interferes with or disrupts other Customers, services or equipment, including
Freightos Users, services and equipment.

Specifically, Users and each of their Authorized Users shall make reasonable use of the
Ocean eBooking Platform, using it for its intended purpose only, and shall not, and shall
ensure that all Delegates do not: (i) circumvent, disable or otherwise interfere with the Ocean
eBooking Platform; (ii) violate or abuse password protections governing access to the Ocean
eBooking Platform; (iii) other than as set out herein, allow any third party to use the Ocean
eBooking Platform or assign, release, transfer or sell the Ocean eBooking Platform or any
part thereof to any third party; (iv) copy, modify, reverse engineer, decompile, disassemble or
derive, or attempt to derive, the source code of, the Ocean eBooking Platform or related
services or any components thereof; (v) use the Ocean eBooking Platform to develop a



competing service or product; (vi) reproduce, duplicate, publish, disclose, distribute, license,
sub-license, relicense, or use the Ocean eBooking Platform as a basis for a derivative
platform except as specifically authorized by Freightos in writing, (vii) use any automated
means to access the Ocean eBooking Platform; (viii) take any action that imposes or may
impose, at Freightos's sole discretion, a disproportionately large load on the Freightos
infrastructure; (ix) interfere or attempt to interfere with the integrity or proper working of the
Ocean eBooking Platform; (x) remove, deface, obscure, or alter Freightos, or any third
party's, copyright notices, trademarks, or other proprietary rights affixed to or provided as
part of the Ocean eBooking Platform or the Messages, or use or display logos differing from
those of Freightos; and/or (xi) use the Ocean eBooking Platform and/or Messages in any
unlawful manner or in breach of this Agreement (xii) “crawl” the Ocean eBooking Platform,
collect statistics, or generate any Message for the purpose of gathering data, or for the
purpose of placing an eBooking through a channel other than Ocean eBooking Platform. The
only allowed Messages are bone fide communications as part of an actual or real potential
ocean cargo transaction which will be eBooked on the Ocean eBooking Platform. Users shall
safeguard credentials to avoid access by any person who is not an Authorized User.

7. Intellectual Property

All Users of the Ocean eBooking Platform acknowledge and agree that the Ocean eBooking
Platform was developed by and is solely owned by Freightos and/or its affiliated companies
and that it will remain the exclusive property of Freightos and/or its affiliated companies. All
Message data remains the property of the parties transferring the Messages and Freightos
may use it for the purposes of performing Freightos Services and as set out in Section 8
below.

8. Anonymous Data.

User grants Freightos and its affiliated companies permission to use aggregated anonymous
data generated by the User, including data derived from searches, Messages and eBookings
to generate aggregate, anonymous, statistical data, which will not identify User (“Anonymous
Data”), and to use such Anonymous Data in any manner in which Freightos sees fit,
including selling such Anonymous Data. This Anonymous Data is not Confidential
Information for purposes of this Agreement.

9. DISCLAIMER OF WARRANTIES

THE OCEAN EBOOKING PLATFORM AND DATA ARE PROVIDED “AS IS” WITHOUT ANY
ACCURACY OR COMPLETENESS WARRANTY WHATSOEVER. THE CUSTOMER
ACKNOWLEDGES AND ACCEPTS THAT THE DATA MAY CONTAIN INACCURACIES AND
IS DYNAMIC AND IN A CONSTANT STATE OF MAINTENANCE, CORRECTION AND
UPDATE WHICH WILL RESULT IN CHANGES DURING THE TERMS OF SERVICES.
FREIGHTOS SHALL OPERATE AND MAINTAIN THE OCEAN EBOOKING PLATFORM,
CONTINGENT UPON FREIGHTOS’S NETWORK AND EQUIPMENT CAPACITY, AND
CONNECTION AVAILABILITY. THE USER ACKNOWLEDGES AND ACCEPTS THAT
FREIGHTOS DOES NOT OPERATE OR CONTROL THE INTERNET OR THE WORLD
WIDE WEB OR THE CARRIER SYSTEMS.



THE CUSTOMER FURTHER ACKNOWLEDGES AND ACCEPTS THAT FROM TIME TO
TIME THE FREIGHTOS WEBSITE AND PLATFORM MAY NOT BE ACCESSIBLE DUE TO
MAINTENANCE PROVIDED FREIGHTOS INFORMS CUSTOMER IN WRITING AND IN
ADVANCE AT LEAST 48 HOURS BEFORE SUCH MAINTENANCE AND THE EXPECTED
TERM OF SUCH MAINTENANCE.  

10. Availability SLA

Freightos shall make reasonable commercial efforts to keep the Ocean eBooking Platform
fully operational at least 99.9% of the time, excluding scheduled maintenance and Carrier
system outages. If the Ocean eBooking Platform is not available during 99.9% of the time
during any calendar year, User shall be entitled to request a credit equal to the proportion of
fees paid to Freightos specifically for booking functionality, if any (but excluding SaaS
subscription fees), equal to the proportion of the 12 month period in which the Ocean
eBooking Platform was not available. Such credits will be applied to future subscriptions.

11. Support

All support requests should be sent via online chat or to support@freightos.com or via other
support contact methods published on freightos.com or webcargo.co from time to time.

12. Confidentiality

In these Terms of Service “Confidential Information” shall mean Messages, any information
(including samples, materials, drawings, specifications, photographs, computer code,
computer programs, software, data, formula, processes, know-how, any technical or
commercial information), reports, papers, correspondence or documents which is disclosed
by or on behalf of one Party to the other, or to any of such other’s employees, officers or
servants, in whatever form (including written, oral, visual or electronic), and which is, or
which should reasonably be expected to be, of a confidential nature.

The Party receiving or acquiring Confidential Information (“the Receiving Party”) from the
other Party (“the Disclosing Party”) undertakes for so long as such Confidential Information
remains confidential in character: (i) to keep all such Confidential Information made by or on
behalf of the Receiving Party are protected against theft or other unauthorized access; (ii)
not to communicate or otherwise make available any such Confidential Information to any
third party except with specific prior written consent from the Disclosing Party; (iii) to disclose
Confidential Information only to such personnel employed by the Receiving Party who have
specific need to receive such Confidential Information for the purpose other than
performance of this Terms of Service (“Purpose”), and who are aware and have accepted
that the Confidential Information is, and should be treated as, of a confidential nature; and
(iv) not to use, or allow to be used, Confidential Information other than solely for or in relation
to the Purpose, unless (and then only to the extent to which) any other use shall have been
specifically authorized in writing by the Disclosing Party.

The obligations above shall not apply, or shall cease to apply, to such Confidential
Information as the Receiving Party can show to the reasonable satisfaction of the Disclosing
Party: (i) has become public knowledge other than through any fault of the Receiving Party;
(ii) was already known to the Receiving Party prior to disclosure by the Disclosing Party; (iii)
was independently developed by the Receiving Party without recourse to or use of any
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Confidential Information; (iv) has been received by the Receiving Party from a third party
who did not acquire it in confidence from the Disclosing Party, or someone owing a duty of
confidence to the Disclosing Party; or the Receiving Party is required to disclose by law or by
a requirement of a regulatory body.

The obligations of confidentiality in this Terms of Service shall apply to all Confidential
Information disclosed by the Parties for the Purpose, whether disclosed before or after the
date or dates of this Terms of Service, and shall continue in force notwithstanding termination
of this Terms of Service, or the Parties entering into any subsequent agreement.

13. Data Privacy

Obligations of the Parties in complying with the data protection regulatory framework are set
out in Appendix A which is an integral part of these Terms of Service.

14. Links and Third Party Content

Certain content, components or features of the Ocean eBooking Platform and the SaaS may
include materials from third parties and/or hyperlinks to other websites, resources or content
and therefore be subject to third parties’ terms and conditions. Because Freightos may have
no control over such third party websites and/or contents, User acknowledges and agrees
that Freightos is not responsible for the availability of such websites or resources, and does
not endorse or warrant any accuracy of any such websites or resources, and shall in no way
be liable or responsible for any content, advertising, products or materials on or available
from such websites or resources. Customer further acknowledges and agrees that Freightos
shall not be responsible or liable in any way for any damages that incurs or alleged to be
incurred, either directly or indirectly, as a result of its use and/or reliance upon any such
third-party contents, advertising, products or materials on or available from such websites or
resources.

15. Data translation

Many terms related to cargo such as categories of goods and services, including
temperature control, dangerous goods handling, and many others, may be vague and may
vary from Carrier to Carrier. The same term such as “General Cargo” may mean different
things to different carriers. Freightos will make efforts to translate details of the requested
cargo load and requested services and other data in Messages in an accurate way for each
Carrier, but due to the complexity and lack of standards in the industry, Freightos cannot
guarantee in any way that data translations are accurate. Customer is required to check with
the Carrier directly that any eBooking meets their needs as intended before physically
handing over the cargo.

16. Liability

FREIGHTOS’S LIABILITY IS LIMITED TO A SITUATION WHERE THE OCEAN EBOOKING
PLATFORM ALTERS A MESSAGE INAPPROPRIATELY, LOSES A MESSAGE WHICH IT
CLAIMS TO HAVE DELIVERED, OR PUBLICLY LEAKS A CONFIDENTIAL MESSAGE
CAUSING ACTUAL BUSINESS LOSSES. THERE IS NO WARRANTY OR LIABILITY FOR
ANY OTHER CASE. THE MAXIMUM LIABILITY IS THE TOTAL OF ANY PAYMENTS FROM



THE CLAIMING PARTY TO FREIGHTOS IN THE TWELVE MONTHS PRIOR THE
INCIDENT, OR US$10,000, WHICHEVER IS GREATER.

17. Payment

Unless otherwise agreed, use of the Ocean eBooking Platform is free (other than to Carriers,
who are subject to a separate agreement). Freightos SaaS products and any other extra
services may be subject to separate pricing and agreements.

18. Indemnification

Customer and other Parties agree to indemnify and hold Freightos and its, officers, agents
and employees and their respective heirs, successors and assigns, harmless from any and
all claims, suits, losses, liabilities, costs and expenses, including attorneys’ fees, which arise
directly or indirectly out of or in connection with any violation of the provisions of these Terms
of Service. This indemnification obligation won’t apply in case of negligent or intentional
behavior of Freightos provided such negligence or intentional behavior of Freightos is not
caused by any violation by Customer

The provisions of this Section shall survive the termination of this Terms of Service.

19. Term and Termination

These Terms of Service come into effect as soon as a suitably qualified Party registers with
Freightos and accepts them and will terminate by written notice of either Party after which
User may not access the Ocean eBooking Platform in any way.

Freightos may alter or terminate the Ocean eBooking Platform service at any time without
notice. In addition to all other legal remedies that may be available to Freightos or Customer,
both Freightos and Customer are entitled to terminate the Terms of Services upon any
breach of Customer of any provision of these Terms of Service, in addition to any other rights
or remedies it may be entitled to.

20. Competent Jurisdiction and applicable Law

In the eventuality of any dispute relating to the provision of the services or these Terms of
Service, the Laws of Hong Kong shall apply exclusively and User and Freightos submit
exclusively to the courts of Hong Kong.

21. Miscellaneous

1. These Terms of Service constitute the entire agreement between the Parties in respect to
the content matter hereto and supersedes all prior agreements between Freightos and
User and its affiliates, solely related to the same scope and object of these Terms of
Service, and all understandings, negotiations and discussions, whether oral or written, in
relation to the matters dealt with herein. There are no representations, warranties,
collateral agreements or conditions to this Terms of Service, except as expressly stated in
this Terms of Service.

2. The section headings are for reference and information purposes only, and shall not affect
in any way the meaning or interpretation of these Terms of Service. References to



singular shall include the plural and to plural shall include the singular. References to a
person shall include a corporate or government body. Words such as “including” and
similar expressions shall not be read as words of limitation.

3. Neither Party shall be liable or deemed in default for any delays or failure in performance
resulting directly or indirectly from any cause or circumstances beyond its reasonable
control, including acts of God, war, embargoes, fire, pandemics, epidemics, flood,
accidents, strikes, shortages of transportation facilities, telecommunications facilities or
software programs. 

4. If a court or administrative body finds any term or condition to be invalid or unenforceable
hereof, the remaining terms and conditions hereof shall remain in full force to the
maximum extent of the law.

5. Freightos may list User’s name and its standard logo in its public lists, press releases and
the like. User may list Freightos’s name and its standard logo in its public
supplier/technology lists. Other publicity requires the consent of the other Party.

22. Assignment

Freightos may assign this Terms of Service to an affiliate company (parent, subsidiary,
successor to substantially all its business or other related company with at least 50%
common beneficial ownership). User may not assign the use of the Ocean eBookings
Platform and these Terms of Service in any case.

These Terms of Service may be modified from time to time. The newest version available at
the time will govern the relationship between Parties at any given time. Users are advised to
check the Terms of Service online at least once per calendar quarter.

23. Appendix

The following Appendix is an integral part of these Terms of Service:

● Appendix A:
Data Privacy Obligations,Data Protection Agreement and Details of Data Processing
(Annex 1).

Appendix A:

The Parties agree and guarantee the following: a) the collection, processing and
communications of personal data will be in accordance with the applicable legislation on the
protection of personal data; b) make reasonable efforts to determine whether the other Party,
as the Controller, is able to comply with its legal obligations under these clauses and the
applicable legislation on the protection of personal data; c) make available to data subjects



the necessary privacy policies for data processing; d) implement the necessary technical and
organizational measures to protect personal data against accidental or unlawful destruction
or accidental loss, alteration, unauthorized disclosure or access, and to ensure a level of
security appropriate to the risks represented by the processing and the nature of the data to
be protected; (e) implement procedures to ensure that any third party to whom it gives
access to personal data, including processors, will respect and preserve the confidentiality
and security of personal data. No person acting under the authority of either Party, including
processors, shall process personal data unless instructed to do so by the Data Controller.
This provision shall not apply to persons authorized or required by law or regulation to have
access to personal data; f) process personal data for the purposes described in these Terms
of Services or for the purposes set out in each Party's privacy policies, and has the legal
authority to provide the assurances and perform the undertakings set out in these clauses; g)
communicate to the other Party a point of contact within its organisation authorised to
respond to enquiries relating to the processing of personal data and will cooperate in good
faith with the other Party, data subjects and the authority in respect of such enquiries within a
reasonable period of time; (h) provide to the other Party, upon request, evidence
demonstrating that it has sufficient resources to fulfil its data protection responsibilities.

Liability

Each of the Parties shall be liable to the other for any damage caused to it as a result of a
breach this Appendix A. Each of the Parties shall be liable to the interested parties for any
damage caused to them as a result of the infringement of the rights of third parties
recognised in the clauses and in the applicable regulations.

In the event of a dispute or complaint against one or both of the Parties by a data subject or
the competent authority in relation to the processing of personal data, one shall inform the
other of this fact and both shall cooperate.

Details of the data subjects involved

The personal data included in these Terms of Services and any other data exchanged
between the Parties to enable the provision of the Services shall be processed by the other
Party for the purpose of enabling the development, performance and control of the agreed
service provision relationship, the basis of the processing being the performance of the
contractual relationship, and the data shall be kept for as long as this relationship subsists
and even after, until the eventual liabilities arising from it expire.

The Parties agree to transfer this information to the owners of the data provided, as well as
to indicate that they may write to the respective addresses to exercise their rights of access,
rectification, opposition and erasure.

Interested parties may exercise their rights of access, rectification, deletion and opposition by
contacting Freightos by e-mail. For more information regarding the processing of the User's
data, please visit our Privacy Policy in https://www.freightos.com.

Processing of personal data as Data Processor and international data transfer.

https://www.freightos.com/freightos-privacy-policy/


The Parties undertake to comply with all obligations applicable to them regarding the
protection of personal data both by Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data and repealing Directive
95/46/EC (hereinafter the "GDPR"), as well as national laws regulating the protection of
personal data. Likewise, if Freightos acts as a Data Processor, the Data Protection
Agreement (DPA) below will apply. To request a signed copy, please send an email with the
corresponding information to: personaldata@freightos.com.

The DPA details the terms and conditions under which Freightos, in its capacity as data
processor, will process the personal data necessary for the provision of the Freightos
Services as well as the access to personal data of any other affiliate company of Freightos,
which may include international data transfers to other Freightos affiliate company or to the
Carrier, if located outside the European Economic Area, in which case will be applied the
Standard Contractual Clauses approved by the European Commission, as foreseen in the
DPA, in order to protect personal data and to comply with the applicable data protection
regulations.

DATA PROTECTION AGREEMENT (DPA)

This Data Processing Agreement (“DPA”) is entered into by and between

Freightos Ltd Hong Kong, with its principal offices at 2nd Floor, 625 King’s Road, North Point,
Hong Kong and email address personaldata@freightos.com (hereinafter, indistinctively
“Freightos” or “Data Processor”)

And  the “Data Controller”.

Hereinafter the parties shall be jointly referred to as the “Parties”, or individually as the
“Party”.

RECITALS

I. Whereas, the Parties have entered into a principal agreement (the “Agreement”) for
the provision of the services described in the Agreement (the “Services”) and are
agreeing to the present DPA. This DPA is entered into by the Parties and
supplements the Agreement and Terms of Service.

II. Whereas, this DPA contains the terms and conditions applicable to the collection,
processing and use of such Personal Data by the Company with the aim to ensure
that the Parties comply with Data Protection Laws.

III. Each Party warrants to the other that, during the term of this Agreement, it shall
comply with all applicable rules and regulations (including but not limited to laws
governing privacy, and data protection, in particular but not limited to GDPR and
CCPA requirements when applicable).

IV. This DPA will be effective, and replaces any previously applicable terms relating to its
subject matter, from the Effective Date.

mailto:personaldata@freightos.com
mailto:personaldata@freightos.com


V. The Parties acknowledge each other's capacity to enter into this Agreement.

AGREED TERMS

1. DEFINITIONS AND INTERPRETATION

In this DPA:

The terms “Controller” and “Processor” as used in this have the meanings given in the GDPR
or in the CCPA, as applicable. Where applicable, controller shall be deemed to be a
"Business" and processor shall be deemed to be the "Service Provider", as these terms are
defined under the CCPA.

“Affiliate” means any person or entity directly or indirectly controlling, controlled by, or under
common control with a Party. For the purpose of this definition, "control" (including, with
correlative meanings, the terms "controlling", "controlled by" and "under common control
with") means the power to manage or direct the affairs of the person or entity in question,
whether by ownership of voting securities, by contract or otherwise.

“Approved Jurisdiction” means a member state of the European Economic Area (EEA), or
other jurisdiction as may be approved as having adequate legal protections for data by the
European Commission currently found here:
http://ec.europa.eu/justice/data-protection/international-transfers/adequacy/index_en.htm.

“Carrier” shall mean any party selling ocean cargo services on the Ocean eBooking Platform
and may include Ocean Carriers or Consolidators. Carriers must sign a separate Carrier
eBooking agreement and integrate their IT systems with the Ocean eBooking Platform. For
the provision of the agreed Services with the Customer, it is necessary that the Data
Processor assigns the Personal Information to the Carrier, and, at time, it may be located
outside the EEA. In that event, the Freightos will sign the Data Transfer Agreement
according to the Standard Contractual Clauses, as defined herein, to comply with the Data
Protection Laws.

“Customer” shall mean a User of the Ocean eBooking Platform who is eligible to buy ocean
cargo services form a Carrier and seeks to communicate with a Carrier and place eBookings
with a Carrier via the Ocean eBooking Platform.

“Data Protection Laws” means, as applicable, any and/or all applicable domestic and foreign
laws, rules, directives and regulations, on any local, provincial, state or deferral or national
level, pertaining to data privacy, data security and/or the protection of Personal Data,
including the Privacy and Electronic Communications Directive 2002/58/EC (and respective
local implementing laws) concerning the processing of personal data and the protection of
privacy in the electronic communications sector (Directive on privacy and electronic
communications), including any amendments or replacements to them, including the
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the
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free movement of such data (“GDPR”), and including the California Consumer Privacy Act,
Cal. Civ. Code § 1798.100 et seq. ("CCPA").

“Delegate” shall mean a business partner of a Customer to whom Customer has granted
authority to use the Ocean eBooking Platform on Customer’s behalf.

“Effective Date” means the date on which this Addendum has been executed by both
Parties.

“Freightos” means any company member of the Freightos group: Freightos Limited (HK),
Freightos India Private limited (India), Freightos information Technology (Shanghai) Co. Ltd.
(China), Freightos Inc. (USA), Freightos Ltd. (Israel), Freightos Software Development and
data Services Ltd. (Palestine) that may provide the Services under the terms of the
Agreement. At times, it is necessary for the provision of services agreed with the Customer
that other companies of the Freightos group access the Personal Information from an affiliate
of Freightos group located outside the EEA. In that event, Freightos will sign a Data Transfer
Agreement according to the Standard Contractual Clauses to comply with the Data
Protection Laws.

“Messages” shall mean business documents coded in formal data formats, sent between
Customers or Delegates and Carriers. Message types sent from a Customer to a Carrier
typically include queries for rates, and eBooking requests. Message types sent from a
Carrier to a Customer typically include: offer of capacity and rates, eBooking
acceptance/rejection, eBooking/shipment statuses and related messages.

“Personal Data” means any personal data that is processed by a party under the Agreement
in connection with its provision or use (as applicable) of the Services. Where applicable,
Personal Data shall be deemed to be "Personal Information”, as this term is defined under
the CCPA.

“Process/Processing” means any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated means, such as
collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction.

"Personal Data Breach" shall mean a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed.

"Special Categories of Data" means personal data as defined under Article 9 of the GDPR.

“Standard Contractual Clauses” mean the standard contractual clauses for the transfer of
personal data to data processors established in third countries adopted by the European
Commission Decision 2010/87: Commission Decision of 5 February 2010 on standard
contractual clauses for the transfer of personal data to processors established in third
countries under Directive 95/46/EC of the European Parliament and of the Council.



"Subprocessor" means any data processor engaged by the Company who agrees to receive
from the Company Personal Data exclusively intended for Processing activities to be carried
out on behalf of Controller in accordance with its instructions, the terms of this DPA
(including the Standard Contractual Clauses, if applicable) and the terms of the written
subcontract.

“User or Users” shall mean any person (including a company or other legal entity) using the
Ocean eBooking Platform, and shall include Carrier, Customer, Third Party Platform and
Delegates, as these terms are defined under the Terms of Service.

“Ocean eBooking Platform” means the platform used by Freightos to transmit Messages
containing data representing business documents, between a Carrier and a Customer, as
defined in the Terms of Service.

2. APPLICATION OF THIS DPA

2.1. This DPA reflects the Parties’ agreement on the processing of Personal Data in
connection with the Data Protection Laws.

2.2. This DPA will only apply to the Services for which the parties agreed to in the Agreement
and subject to the Terms of Service, which incorporates the DPA by reference.

2.3. Any ambiguity in this DPA shall be resolved to permit the Parties to comply with all Data
Protection Laws.

2.4. In the event and to the extent that the Data Protection Laws impose stricter obligations
on the parties than under this DPA, the Data Protection Laws shall prevail.

3. DETAILS OF THE PROCESSING

The details of the Processing operation provided by the Processor to Controller as a
commissioned data processor (e.g., the subject-matter of the Processing, the nature and
purpose of the Processing, the type of Personal Data and categories of Data Subjects) are
specified in Annex 1 to this DPA.

4. RIGHTS AND OBLIGATIONS OF CONTROLLER

Controller shall:

4.1. As required under the Data Protection Laws, maintain accurate written records of all the
processing activities conducted by the Controller in relation to any Personal Data for the
purposes of performing the Agreement, in line with art. 30.5 GDPR;

4.2. Determine the purposes and means of the Processing of Personal Data;

4.3. Instruct Processor in connection with the Processing of the Personal Data, generally or
in the individual case. Upon request, Controller shall specify its order, instructions and
comments more precisely.

4.4. Remain the responsible data controller for the Processing of the Personal Data.



4.5. Comply with the obligations applicable to the Controller under the Data Protection Laws
with respect to the processing of Personal Data;

4.6. Be responsible to exercise and respond to any requests by Data Subjects to exercise
their rights under the Data Protection Laws.

4.7. Maintain a publicly-accessible privacy notice that satisfies transparency disclosure
requirements of Data Protection Laws, and warrants and representations that it has provided
Data Subjects with appropriate transparency regarding data collection and use and all
required notices, in accordance with Articles 13 and 14 of the GDPR.

4.8. Ensure that has obtained and recorded any and all consents or permissions necessary
under Data Protection Laws, or other applicable lawful grounds, where the Controller collects
Personal Data and discloses such Personal Data to the Processor, in order for itself and the
Processor to Process such Personal Data as set out herein.

5. OBLIGATIONS OF PROCESSOR

Processor shall:

5.1. Comply with and only act on behalf of the Controller regarding the Processing of
Personal Data.

5.2. Not Process Personal Data for any other purposes other than to provide the Services to
Controller.

5.3. Notify Controller, where Processor in its opinion believes that an instruction of Controller
would result in a violation of applicable Data Protection Law and request Controller to
withdraw, amend or confirm the relevant instruction. Pending the decision on the withdrawal,
amendment or confirmation of the relevant instruction, Processor shall be entitled to suspend
the implementation of the relevant instruction.

5.4. Ensure that persons authorized by Processor to Process the Personal Data on behalf of
Controller are suitably informed, trained and instructed in respect of applicable Data
Protection Law.

5.5. Implement the appropriate technical and organizational measures to ensure the
protection of the Personal Data, according to the requirements of applicable Data Protection
Law.

5.6. Notify to Controller any Data Subjects’ rights request within 103 days of its reception, to
the email address shown in the heading of this DPA, without responding to that request, for
the fulfillment of Controller’s obligation to respond to requests for exercising Data Subjects’
rights concerning information, access, rectification and erasure, restriction of Processing,
data portability, objection and automated decision-making. For avoidance of doubt, it is the
sole responsibility of Data Controller to enable any Data Subject to execute these such
rights.

5.7. Make available to Controller all information necessary to demonstrate compliance with
the obligations laid down in this DPA and in Art. 28 GDPR and Data Protection Laws.



5.8. Notify Controller, to the email address shown in the heading of this DPA, without within
32 hours after Processor becomes aware of a Personal Data Breach at Processor or its
Subprocessors, unless it is unlikely to result in a risk to the rights and freedoms of natural
persons. In case of such Personal Data Breach, Processor will assist Controller with
investigating the Personal Data Breach and Controller’s obligation under Data Protection
Law to inform the Data Subjects and the supervisory authorities, as applicable, and to
document the Personal Data Breach.

5.9. Assist Controller with any data protection impact assessment and with prior consultation,
if any, that relate to the Services provided by Processor to Controller and the Personal Data
Processed on behalf of Controller.

6. SHARING OF PERSONAL DATA

In performing its obligations under the Agreement, a Party may disclose Personal Data to the
other party. The recipient party shall process Personal Data provided by the disclosing Party:

i. only for the purposes set forth in the Agreement or as otherwise agreed to in writing
by the Parties, provided such processing strictly complies with (a) Data Protection Laws, and
(b) its obligations under this Agreement (the “Permitted Purposes”), provided that it will not
do or permit any act or omission which would cause the disclosing Party to incur any liability
under Data Protection Laws, and

ii. During the term of the Agreement and for the purpose of improving satisfaction of
Customer and/ or Delegate for the provision of the Services described in the Agreement or
as otherwise agreed to in writing by the Parties, Personal Data may be shared with Third
Parties (normally the Carrier) to answer surveys conducted directly by the Carrier and/ or
receive commercial promotions.

iii. solely during the term of the Agreement, and shall securely delete the copies of the
disclosed Personal Data to the disclosing Party (by secure file transfer in such format as the
disclosing Party reasonably requests) and cease the processing of the disclosed Personal
Data, and shall certify to the disclosing Party to that effect, unless and only insofar as the
processing of the Personal Data is required for the fulfillment of the Permitted Purposes or is
permissible under Data Protection Laws, and in which case the recipient Party will inform the
disclosing Party of any such requirement and only further process the Personal Data as
necessary to comply with the foregoing.

7. SUBPROCESSING

7.1. Where the Processor subcontracts the Processing activities of Personal Data
contemplated herein to a third party, it shall ensure that such third party provides sufficient
guarantees to implement appropriate technical and organizational measures to protect the
Personal Data and that enters into written contractual obligations which are no less
compliant with Article 28 of the GDPR and applicable Data Protection Laws.

7.2. In case any such Subprocessor is located outside the EU/EEA in a country that is not
recognized as providing an adequate level of data protection, Processor will upon
Controller’s written request enter with the relevant Subprocessor on Controller’s behalf (in



the name of Controller) into Standard Contractual Clauses (Controller to Processor). In this
case, Controller instructs and authorizes Processor to instruct Subprocessors in Controller’s
name and to make use of all Controller’s rights vis-à-vis the Subprocessors based on the
Standard Contractual Clauses.

7.3. Processor shall choose Subprocessor diligently.

7.4. The Processor shall be liable for the direct acts or omissions of its subcontractors to the
same extent it is liable for its own actions or omissions under this DPA.

8. INTERNATIONAL DATA TRANSFERS

8.1. The Processor may transfer Personal Data outside the European Economic Area if it
complies with the provisions on the transfer of Personal Data to third countries in the Data
Protection Laws (such as through the use of EU Model Clauses, or where binding corporate
rules are in place that cover the transfer, or where the transfer of Personal Data is to an
Approved Jurisdictions).

8.2. In particular, Freightos may transfer Personal Data outside the EEA in order to provide
exclusively the agreed Services and payment and administrative management of Freightos
and, when necessary, send the technical transmission of Messages to a recipient located
outside the EEA.

Also, Freightos may use cloud services located outside the EEA, for example in the United
States, such cloud suppliers are bound by legal frameworks that establish an equivalent level
of protection with EU law. Customer acknowledges and understands the possibility that
Freightos makes international data transfers in order to perform the agreed Services.

8.3. The Personal Data transferred may be disclosed by Data Importer only to the Data
Importer’s subcontractors in accordance with the terms set out herein and in the Standard
Contractual Clauses signed between the Freightos and the Data Importer.

8.4. When an international data transfer is necessary for the mentioned purposes, the
Standard Contractual Clauses will directly apply.

8.5. To the extent that Processor Processes Personal Data outside the EEA and an
Approved Jurisdiction in order to provide the Services agreed, then it shall be deemed to
enter into the Standard Contractual Clauses, in which event: Freightos shall be deemed as
the data exporter and Freightos or the Carrier, where applicable, shall be deemed as the
data importer.

8.6. With the signature of this DPA, the Customer acknowledges that agrees and
understands the possibility that Freightos makes international data transfers in order to
perform the agreed Services.

9. OBLIGATIONS UNDER THE CCPA

9.1 Applicable data protection laws:



9.1.1. If the Processor, the Controller or the recipients are established in the European
Union, the GDPR will apply to this DPA.

9.1.2. If the Processor, the Controller or the recipients are established in California, the
CCPA will apply to this DPA.

9.1.3. If only the Users are located in California, and the Processor or Controller are
established in the European Union, both the GDPR and CCPA will apply to this DPA.

9.2. Thus, where the CCPA applies to this DPA:

9.2.1. To the extent that Processor Processes Personal Data for a Business Purpose
(as it is defined under the CCPA), it shall be regarded as a Service Provider and be
subject to the following obligations:

9.2.1.1.The Company shall not Sell Personal Data (as the term "Sell" is defined
under the CCPA).

9.2.1.2.The Company is prohibited from retaining, using, or disclosing Personal
Data for a commercial purpose other than providing the services to the
Customer under the Agreement and from retaining, using, or disclosing
Personal Data outside of the Agreement.

9.2.1.3.The Company understands its obligations under this Clause and will
comply with them.

9.3. Notwithstanding the above, Freightos shall not Sell Personal Information it received
from or collected on behalf of the User.

10. DURATION AND TERMINATION

10.1. The term of this DPA is identical with the term of the relevant Services Agreement.
Save as otherwise agreed herein, termination rights and requirements shall be the same as
set forth in the Agreement.

10.2. The Processor shall delete all Personal Data to the Controller after the end of the
provision of Services, and delete any existing copies unless EU or Member State law or Data
Protection Law requires the Processor to retain such Personal Data.

11. RESOLUTION OF DISPUTES WITH DATA SUBJECTS OR SUPERVISORY
AUTHORITIES

11.1. If the Customer is the subject of a claim by a data subject or a supervisory authority or
receives a notice or complaint from a supervisory authority relating to its respective
processing activities (a "DP Claim"), it shall promptly inform the Processor of the DP Claim
and provide such information as it may reasonably request regarding the DP Claim.

11.2. Where the DP Claim concerns the respective processing activities of both Parties, then
the Parties shall use all reasonable endeavors to cooperate with a view to disputing or
settling the Claim in a timely manner; provided always that the Customer shall not make any



admission or offer of settlement or compromise without using all reasonable endeavors to
consult with Freightos in advance.

12. LIABILITY

Notwithstanding anything else in the Agreement, the total liability of the Processor towards
the Customer under or in connection with this DPA will be limited to what is set forth in the
Agreement.

13. PRIORITY

If there is any conflict or inconsistency between the terms of this DPA and the remainder of
the Agreement then, the terms of this DPA will govern. Subject to the amendments in this
DPA, the Agreement remains in full force and effect.

14. CHANGES TO THIS DPA

14.1. The Parties may change this DPA if the change is required to comply with Data
Protection Laws, a court order or guidance issued by a governmental regulator or agency,
provided that such change does not: (i) seek to alter the categorization of the parties as
Controller and Processor, respectively, of Personal Data under the Data Protection Laws; (ii)
expand the scope of, or remove any restrictions on, either party’s rights to use or otherwise
process Personal Data; or (iii) have a material adverse impact on Partner, as reasonably
determined by Freightos.

14.2. Notification of Changes. If the Customer intends to change this DPA under this Section,
and such change will have a material adverse impact on the Freightos, as reasonably
determined by the Customer, then the Customer will use commercially reasonable efforts to
inform the Freightos at least 30 days (or such shorter period as may be required to comply
with applicable law, applicable regulation, a court order or guidance issued by a
governmental regulator or agency) before the change will take effect.

14.3. If any of the Data Protection Laws are superseded by new or modified Data Protection
Laws (including any decisions or interpretations by a relevant court or governmental authority
relating thereto), the new or modified Data Protection Laws shall be deemed to be
incorporated into this DPA, and each Party will promptly begin complying with such Data
Protection Laws in respect of its respective processing activities.

The Parties acknowledge that they have read and understood the terms of this DPA and
agree to be legally bound.

ANNEX 1

DETAILS OF DATA PROCESSING

1. SUBJECT-MATTER OF THE PROCESSING AND NATURE OF THE PROCESSING:



The purpose of the processing by the Processor is to perform the object of the Agreement,
which involves the following basic processing activities (please specify):

- Customer service activities, such as processing orders, providing technical support
and improving offerings

- Sales and marketing activities

- Consulting, professional, security, storage, hosting and other related services

- Internal business processes and management, fraud detection and prevention, and
compliance with governmental, legislative and regulatory bodies]

☐ Other: ________________________________________________________

2. CATEGORIES OF DATA SUBJECTS

The Provider shall access the following categories of data subjects:

- Employees of the Carrier

- Employees of the Customer

- Customer’s recipients

- Web users

- Mobile device users

- Affiliates and partners

☐ Other _______________ (provide details)

3. LOCATION OF THE PROCESSING

_________________________________

4. TYPE OF PERSONAL DATA

The Freightos shall access the following types of personal data of the data subjects indicated
above:

- Identifying data: it may contain one or some of the following: name and surname,
address, telephone number, Passport, ID number, age, residence permit, e-mail.

- Data relating to Ocean eBooking Platform: it may contain one or some of the following:
ID server, ID browser, hosting, location, time zone, time and date of the last visit of the
user.



- Data relating to transactions involving products and services: it may contain one or
some of the following: quotation, description of products of the Customer, Messages,
and services received by the subject,

- Data relating to finances and insurance: it may contain one or some of the following:
bank details, credit cards.

- Academic and professional data: it may contain one or some of the following: Training,
qualifications and professional experience.

- Employment data: it may contain one or some of the following: Profession, job,
non-financial details of salary and employment history.

- Further commercial information: it may contain one or some of the following: activities
and businesses, commercial licences and publications in the press and media.

☐ Special categories of data: it may contain one or some of the following: racial or
ethnic origin; political opinions; religious or philosophical beliefs; trade union
membership; processing of genetic data; biometric data for the purpose of uniquely
identifying a natural person; data concerning health; data concerning a natural person’s
sex life; sexual orientation of a natural person; criminal convictions and offences

☐ Other _______________ (provide details):

5. PROCESSING OF THE DATA:

Freightos carries out the following processing activities on behalf of the User in respect of the
data listed above:

- Collection (capturing information that includes personal data)

- Recording (entering or recording the information on any kind of system or device,
whether or not automated, for subsequent processing)

- Organisation (sorting and structuring the information accordingly to enable processing)

- Storage (retaining the information over a given period of time)

- Adaptation or alteration (altering or changing data)

- Retrieval (obtaining data from an original system or device in order to send it to another
system or device)

- Consultation (searching for data within the system or device on which it is recorded)

- Use (using the data for a specified purpose)

- Disclosure by transmission (sending data through electronic channels to another
recipient from its original system or device)



- Dissemination or otherwise making available, alignment or combination, or blocking
(making the data recorded on a system or device available to other users or recipients)

- Erasure (eliminating data or making it disappear from the system or device on which it
is originally recorded)

- Destruction (rendering a physical medium inoperable so as to prevent access to the
data)

☐ Other _______________ (provide details)

6. SPECIAL CATEGORIES OF DATA (IF APPROPRIATE):

The Personal Data Processed by Processor on behalf of Controller concern the following
Special Categories of Data:


